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Abstract. Genome-wide analysis, which provides perceptive insights
into complex diseases, plays an important role in biomedical data analytics. It usually involves large-scale human genomic data, and thus may
disclose sensitive information about individuals. While existing studies
have been conducted against data exfiltration by external malicious actors, this work focuses on the emerging identity tracing attack that occurs
when a dishonest insider attempts to re-identify obtained DNA samples.
We propose a framework named υFrag to facilitate privacy-preserving
data sharing and computation in genome-wide analysis. υFrag mitigates
privacy risks by using vertical fragmentations to disrupt the genetic architecture on which the adversary relies for re-identification. The fragmentation significantly reduces the overall amount of information the
adversary can obtain. Notably, it introduces no sacrifice to the capability of genome-wide analysis—we prove that it preserves the correctness
of gradient descent, the most popular optimization approach for training machine learning models. We also explore the efficiency performance
of υFrag through experiments on a large-scale, real-world dataset. Our
experiments demonstrate that υFrag outperforms not only secure multiparty computation (MPC) and homomorphic encryption (HE) protocols with a speedup of more than 221x for training neural networks,
but also noise-based differential privacy (DP) solutions and traditional
non-private algorithms in most settings.
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Introduction

Advances in biomedical data analytics over the last few decades have enabled inexpensive large-scale and whole genome studies. Genome-wide analysis, such as
genome-wide association studies (GWAS) and genome-wide complex trait analysis (GCTA), plays an important role in assisting with predicting health risks,
enabling preventative and personalized medicine, and investigating natural selection and population differences [27]. As a data-driven study, genome-wide
analysis typically requires a large sample size to confirm differences with statistical confidence. Sharing genomic data on a large scale thus becomes essential.
This however raises privacy concerns, as much sensitive information, including
health status and family relationships, can be derived from the human genome.
Indeed, various genetic privacy breaches and attacks [8, 9] have highlighted the
urgent need to enhance privacy in the analysis.
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Fig. 1: Genetic privacy breaches overview.
In the research area of genetic privacy, our community has been focusing on
detecting and defending against the membership inference [12, 18, 25]. It aims
to reveal the presence of an individual’s genome in a dataset (e.g., a dataset of
HIV patients’ DNA sequences) that the adversary has partial or blackbox access
through Beacon systems [12] or trained machine learning models [25] (Fig. 1a).
In this work, we target an emerging but overlooked privacy threat known as the
identity tracing [9]. It occurs in a data sharing scheme when the adversary is
an insider such as dishonest participants or cloud service providers, shown in
Fig. 1b. Through the data sharing scheme, the adversary could gain access to
the datasets which in most instances have been conducted de-identification, and
attempts to re-identify individuals in them.
The adversary’s re-identification tactic is to exploit the correlations among
genomic data. Due to the existence of the correlations, even though the personal
identifiers (such as name and address) have been removed from the datasets,
the inherent correlations among genomic data could still put an individual’s privacy at risk. Fig. 1b illustrates a representative attack scenario which exploits
the genetic inheritance laws, the most fundamental correlation. The adversary
applies a sophisticated tactic called long-range familial search (LFS) which detects the target’s genetic relatives from identity-retaining datasets by matching
the identical-by-descent (IBD) segments of DNA [9]. Having known the genetic
relatives, the adversary is able to narrow down the target’s identity.
LFS is a de facto investigative tool by law enforcement to trace suspects due
to its re-identification capacity. In a notable case, LFS was used to successfully
trace the Golden State Killer in 2018 [9]. With the explosion1 of public consumer
genomics services (such as GEDmatch and MyHeritage2 ) which allow users to
upload raw genotype files for genetic analysis including searching for their genetic
relatives, privacy threats of utilizing LFS against normal individuals are greatly
exacerbated - as the growth of available datasets (refer to the public dataset in
Fig. 1b) significantly increases the probability that an LFS identifies individuals.
This presents an urgent demand for privacy-preserving solutions that take the
correlations into account.
The existing techniques of preserving privacy for general-purpose data analytics, including differentially private (DP) deep learning frameworks [3, 16, 39],
1
2

There have been around 26 million tests sold in 2019 [24].
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and cryptographic technologies such as homomorphic encryption (HE) [5, 30] or
secure multiparty computation (MPC) [17,36], may not be applicable to genomewide analysis due to their inherent limitations. The former ones are usually based
on additive noise mechanisms which perturb the original data/models and consequently affect model accuracy to a certain extent. This is often prohibitive
given the high accuracy required by genome-wide analysis. The HE and MPC
prevent plaintext data disclosure, and are able to compute identical results from
the cyphertext as from the plaintext, but they are known to be limited by nontrivial computational or communicational overhead.
Our Solution. We propose υFrag, which is a distributed framework for preserving privacy in collaborative genome-wide analysis. υFrag achieves high efficiency via distributing computation throughout multiple unnecessarily trustworthy nodes, and privacy preservation via an innovative DNA sequence fragmentation. The proposed fragmentation is a vertical partitioning and reassembling
of DNA segments, designated against the privacy risk of identity tracing.
The insight of the proposed fragmentation is to disrupt the genetic architecture 3 where the correlations stem from. This seemingly straightforward strategy
inherently suits DNA sequence data, given that a DNA sequence is essentially a
(A|T |G|C)∗ string and its “semantics” are reflected by the occurrence of variants
at particular locations (i.e., loci). In the human genome, the effect size of single
variation associated with the heritability is small. In other words, a person’s
phenotypic heritability, e.g., his/her susceptibility to disease, depends more on
the combined effect of all the associated genes than on one particular genetic
variation [27]. Therefore, the proposed fragmentation can significantly reduce
the chance of an adversary fully obtaining the information about the heritability
in genome.
υFrag also addresses the fundamental challenge of privacy-utility tradeoff. Given the vertically partitioned datasets, most primitive functionalities and
algorithms used in genome-wide analysis, such as genetic relationship matrix
estimation [34] and genotype clustering [4], can be parallelized. This can be formalized as the parallel correctness that an analysis in our framework reaches the
same results as in a centralized way. We demonstrate that our parallelization of
gradient descent (Section 3) and other primitive functionalities (Appendix B)
preserves this property. In such a way, our fragmentation results in no sacrifice
to those analyses relying on them, e.g., any machine learning algorithm based
on gradient descent for optimization.
Contributions. We summarize the main contributions of this work as follows.
1. A Privacy-preserving Framework. We propose a novel framework υFrag
for privacy-preserving sharing of DNA data in large-scale genome-wide analysis.
υFrag is characterized by its capabilities of privacy preservation and verifiably
correct computation for genome-wide analysis.
2. A Novel Privacy-preserving Technique and its Quantitative Analysis. To the best of our knowledge, our work is the first to use DNA sequence
3

Genetic architecture refers to the underlying genetic basis and its variational properties that are responsible for broad-sense heritability [26].
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fragmentation for mitigating the genetic privacy threat. The evaluation of the
privacy preservation in υFrag is twofold. In a high level, we construct a formal
model to quantitatively evaluate the overall amount of information leaked to the
adversary. In the individual level, we propose -indistinguishability - a variant
model of -local differential privacy, and prove that the vertical fragmentation
provide a bound for the adversary’s capacity in distinguishing individuals.
3. Experimental Evaluation. We conduct experiments on a real-world dataset,
showing the significant improvement of efficiency by our framework compared
with the MPC/HE algorithms and a state-of-the-art noise-based DP solution.

2
2.1

System Design
υFrag Overview

Fig. 2a demonstrates the architecture and workflow of υFrag. It provides a
distributed sharing network for the participants (local owners) to assemble their
local DNA sequence datasets for large-scale analysis. The network is comprised
of an aggregation node A (the blue node in Fig. 2a) and a worker node layer
that includes s worker nodes S 1 , ...., S s (the green and grey nodes). The original
datasets are split into fragments locally before they leave their owners. These
fragments are then transferred to the worker nodes. Each of them separately
processes a few fragments and reports its single-point result to the aggregation
node, which synthesizes the analysis results and sends them to the recipients.
The rationale to fragment the dataset in a vertical manner is to hinder
malicious or compromised worker nodes from gaining the complete DNA sequence (xt ) and IBD segments. Below we define the mask operation for the
fragmentation. Let X be a dataset of Sm×n , and xij ∈ X represents the genotype on the j th SNP of ith individual. Let Mask = {M 1 , ..., M s } be a set of s
vectors of [0|1]n (denoting a n-dimensional vector comprising of 0 and 1) s.t.,
M 1 ∨ ... ∨ M s = [1]n .
Definition 1. (Mask Operation
for Vertical Fragmentation) Given a
mask M l = [mask1l , ..., masknl ] (l ∈ {1, ..., s}), X M l produces a dataset X l ,
whose element xlij in X l is generated by
(
xij ,
if maskjl = 1
l
xij =
(1)
drop, if maskjl = 0
The Mask is initialized by υFrag and distributed to each participant for
them to generate fragments. By applying the mask operation with each vectors
in Mask , participants produce s new datasets, X 1 , ..., X s , and each is then dispatched to a worker node. Note that participants do not have to assemble their
original datasets for fragmentation; instead, each X l is constructed in node S i
from individual fragments, as shown by the colored rectangles in Fig. 2a. The
genome-wide analysis functionalities are then achieved by the collaboration between the worker nodes and the aggregation node. Initialization of the mask is
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Fig. 2: System Design.
the key to disrupt the genetic architecture. In υFrag, this is determined by the
fragmentation strategy (detailed in Section 5).
2.2

Attacker Model and Assumptions

We assume an honest-but-curious adversary A who may control t out of s worker
nodes, where t ≤ s. For the sake of simplicity, our privacy analysis in Section 5
considers an aggregation node out of the adversary’s control. Such an aggregator
can be accommodated with a private server or a private cloud instance in reality,
as it is designed to be free from any computation-intensive task. In Section
7, we show that even though it is compromised, the identity tracing attack is
unlikely (with a negligible probability) to derive the original DNA sequence for
re-identification.
Let δ denote the proportion of trusted worker nodes, i.e., δ = (s − t)/s. Each
worker nodes holds a fragment X l = X M l , and X has been anonymized such
that the identifiers of its samples are removed. We assume the adversary also has
access to a publicly available datasets D which comprise genotyped individuals.
Given an arbitrary DNA sequence from {X l }|S l is under A’s control denoted by xt ,
the adversary attempts to re-identify xt ’s subject (referred to as the target) by
searching for the target and/or its genetic relatives from D. We parameterize
this re-identification with the g th degree of genetic relatives, where g ≥ 1 (g = 1
for target him/herself or siblings, g = 2 for first cousins, and so on) 4 .
Below we brief the attack techniques the adversary can use, and leave their
models in Section 4.
– LFS Attack. LFS makes use of the IBD segments, which are DNA segments
inherited by persons having a common ancestor, for re-identification. Fig. 2b
shows an IBD segment co-inherited from a common ancestor two generations
back. IBD segments indicate the genetic distance of two individuals, and are
measured in centiMorgans (cM ). The higher the number of centiMorgans of
4
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IBD segments, the more significant the match is, i.e., the higher probability
that target and the matched individual have inherited from a recent ancestor
[9]. As a result, the capacity of LFS can be regarded as the probability of
the two individuals sharing sufficient detectable IBD segments.
– Genotype Imputation. We also take into account the genotype imputation
technique that could infer the missing genotypes of a DNA sequence based
on the remaining genotypes [7]. It could be abused by the sophisticated
adversary to learn more fragments based on those it obtained.

3

Privacy-Preserving Gradient Descent

To retain the capability of genome-wide analysis, υFrag must reach exactly
the same result as a traditional non-distributed framework does when operating
any computation. We formalize this as the parallel correctness of parallelized
computation with respect to the vertical fragmentation.
Definition 2. (Parallel Correctness) Given a function F which takes as input a genomic dataset X ∈ Sm×n , assume a fragmentation strategy partitions X
into a set of fragments X l (l = {1, ..., s}), and each of them is associated with a
worker node S l ∈ S, where S is the set of worker nodes interacting with an aggregation node A. The parallelized F in υFrag, denoted by F 0 , is parallely correct
if F 0 ({(S l , X l ), A}S l ∈S ) = F(X).
In the following, we present υFrag’s computation of gradient descent, the
optimization that most analyses rely on, and prove its parallel correctness. We
note that our computation also works on SGD, in which X l denotes a randomly
selected training sample or a subset of training samples.
We let FGD (J, X) denote the gradient descent optimization applied on the
dataset X with a cost function J. J is defined as J(σ(XW ), y, W ), where W denotes coefficient matrix and σ is the hypothesis function which is determined by
the learning model. In logistic regression, σ is usually a sigmoid function, while
in neural networks, it is a composite function known as the forward propagation. The optimal solution of W , denoted as W∗ , is derived by the optimization
∂J
arg minW J(σ(XW ), y, W ), and W is updated as W := W − α ∂W
.
In υFrag, the parallelized gradient descent optimization, denoted by F 0 GD ,
is designed as the following steps.
– Initialization. At the beginning of the task, the fragments X l ∈ Rm×dl (l ∈
{1, ..., s}) are assigned to the corresponding S l , and S l randomly initializes
its W l ∈ Rdl ×H which is associated with X l .
– Step 1 . Each S l com putes X l W l , and sends X l W l to the aggregation node.
s
P
– Step 2 . The aggregation node computes XW =
X l W l , and the gradient
l=1

∆, which is the gradient of the cost function J with respect to XW , i.e.,
∂J
∆ = ∂XW
. Then it sends ∆ back to each worker node.
T

– Step 3 . Each S l updates the respective coefficient W l := W l − αX l ∆.
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Step 1-3 repeat for the next iterations until convergence.
The following theorem demonstrates that if FGD (J, X) = (W∗ , η), i.e., if the
non-distributed optimization outputs W∗ that makes J converge to a local/global
0
minimum η, then executing FGD
({(J, S l , X l ), Agg}S l ∈S ) on X 1 , ..., X s in υFrag
with the same hyper settings (such as step size, model structure, initialization)
will also output W∗ that makes J converge to η.
Theorem 1. F 0 GD is parallelly correct.
Proof. Let Wi denote the model parameters of FGD at the ith training iteration.
Let Wi0 = |{Wil }|l∈{1,..,s} denote the vertical concatenation on {Wil }l∈{1,..,s} , i.e.,
0
the model parameters of FGD
at the ith training iteration. The theorem can be
proved by induction as follows.
– Base case: W0 = W00 by assumption of hyper setting.
– Inductive step: In FGD , the ith (i ≥ 1) training iteration update Wi as
∂J
∂XWi−1
∂J
= Wi−1 − α
∂Wi−1
∂(XWi−1 ) ∂Wi−1
∂J
= Wi−1 − αX T
.
∂(XWi−1 )

Wi = Wi−1 − α

(2)

0
, each node Sl updates its local Wil as
In FGD
T

l
l
Wil = Wi−1
− αX l ∆ = Wi−1
− αX l

T

∂J
0 ).
∂(XWi−1

0
that
Since Wi0 = |{Wil }|l∈{1,..,s} and X = |{X l }|l∈{1,..,s} , we have in FGD
l
Wi0 = |{(Wi−1
− αX l

T

∂J
∂J
0
)}|l∈{1,..,s} = Wi−1
− αX T
0
0 ).
∂(XWi−1 )
∂(XWi−1

(3)
Comparing Equation 2 and 3, Wi and Wi0 are updated with the same equa
tion. Hence, Wi = Wi0 . Thus, FGD = F 0 GD = (W∗ , η).

4

Modeling Attacks for Privacy Analysis

In this section and Section 5, we assess the privacy-preservation of υFrag’s
distributed gradient descent. We starts with modeling the proposed attacks (cf.
Section 2.2), and leave the privacy analysis in Section 5.
4.1

Modeling the LFS Attack

We adopt a Shannon entropy based measurement to investigate the amount of
information the adversary can obtain. Shannon entropy has been extensively
employed as a metric to evaluate privacy-preserving mechanisms [8, 28, 31, 32],
due to its capability of quantifying the expected contribution of a piece of data
in reducing the uncertainty of the target’s identity among the base population.
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We assume the target’s record in a genome-wide analysis study is randomly
sampled from a defined population with the size denoted by N . This therefore
translates to log2 N bits of entropy. Take the US population as an example.
With the population of 329 million in 2019, the uncertainty of a random sample’s
identity can be measured as 28.2 bits of entropy. Denote γ as the mean number of
children per mating pair. Conditioned that a successful match between the target
and a genetic relative at g th degree, the amount of bits
information obtained
Pof
g
by the adversary can be derived as h(g) = log2 N −log2 k=1 γ k = log2 Pg N γ k .
k=1
For example, if the LFS successfully matches the target or his/her siblings (g =
1) from the US population (where γ = 2.5), the adversary gains 26.88 bits of
information. In other words, the uncertainty of target’s identity is reduced to
1.32 bit. Then, we can formulate the expected entropy bits gained by the LFS
attack as the function of generation degree g as H(g) = h(g)P r(identif y), where
the P r(identif y) is the probability of a successful match between the target and
a random individual at g th degree. The H(g) is taken as the indicator of the
capacity of the LFS attack, and thus the core of our privacy analysis becomes
to determine the P r(identif y).
A successful match between the target and a random individual depends on
the conditions that these two individuals are genetic relatives, and they share
detectable IBD segments [9]. Therefore, P r(identif y) can be derived from calculating the following two probabilities: 1) P r(shared), the probability of the target
and a random individual sharing a pair of ancestors at g th degree given N (g)
which is the population size of the generation at g th degree, and 2) P r(match|g),
the probability that these two individuals share sufficient IBD segments to be
detected given the public dataset D of size R. Here the sufficiency is defined as
the IBD matching parameters - to declare a match between the target and an
individual in D, there should be at least c IBD segments, each of which is of
length ≥ v(cM ).
To identify the target, the adversary needs to find at least t P
matches from
t−1
D. Thus, P r(identif y) can be formulated as P r(identif y) = 1 − k=0 B(k; R,
P r(shared) · P r(match|g)), where B is the probability mass function of the
binomial distribution. Below, we give P r(shared) and P r(match|g):
P r(shared) =

0
g−1
22g−2 Y
22g −2
(1 −
),
N (g) 0
N (g 0 )

g =1

P r(match|g) = 1 −

c−1
X
k=0

(4)

P r(IBD)
B(k; 2Lg + 22,
),
22g−2

where P r(IBD) denotes the probability of the shared IBD segment length to
exceed v, and L is the total genome length, which is roughly 3, 500 cM [23]. The
derivation of P r(shared) and P r(match|g) is detailed in our technical report [1].
Quantifying Privacy Threat of LFS. We now are able to quantify privacy
threat of the LFS attack when υFrag is not applied. We first derive P r(IBD)
in the scenario where the adversary has the access to the full genome of the
target. As the length of the IBD segment is exponentially distributed with a
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mean of 1/(2g) cM [23], the probability density function (PDF) of the length
of IBD segments is: P r(x) = 2ge−2gx . Therefore,
R ∞the probability of the shared
IBD segment length exceeding v is P r(IBD) = v 2ge−2gx dx = e−2vg .
With this, we explore the performance of LFS for various public dataset
sizes, taking the aforementioned US population (329 million and γ = 2.5) as
a case study. In general, as the dataset size increases, the LFS attack acquires
higher entropy, as is shown in Fig. 3. When the dataset includes around 30% of
the population, the attacker is able to achieve 25.9 bits (the magenta line). We
also notice that in the cases where the dataset size is small, a greater g is more
favorable to the attacker. When the public dataset covers less than 1% of the
population, the best performance (21.3 bits) is achieved by the re-identification
of the third cousins (the blue line). This may be because the number of distant
relatives in the population is greater than close ones. For example, in Fig 2b, the
circle in level 0 has seven relatives with g=2 whereas two with g=1. As a result,
when the size is small, the probability of successfully searching a distant relative
is higher. Nevertheless, as the coverage of the dataset goes higher, identifying
closer relatives gives the attacker more significant bits.
It is worth noting that the privacy threat is becoming worse in the real
world, with the increasing number of consumer genomics services for searching
identified genetic relatives. For example, with GEDmatch, which is a public
available database that contains around one million DNA profiles (0.3% of the
target population), LFS is able to achieve up to 19 bits of entropy (the blue line
in the zoomed view of Fig. 3). The expected entropy further rises to 22.5 bits if
the genetic dataset reaches the scale that covers 2% of the US population (the
green line in the zoomed view of Fig. 3).

4.2

Modeling the Genotype Imputation

Next, we modeling the genotype imputation that infers (part of) missing genotypes of the target by matching the observed ones with a reference panel of
haplotypes. A haplotype refers to a set of SNPs found on the same chromosome. Haplotype reference panels are widely used for genotype imputation [7].
The model typically used for the inference is a Hidden Markov Model (HMM)
in which the hidden states are a sequence of pairs of haplotypes in a reference
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panel [7]. That is,
P r(G|H) =

X

P r(G|Z (1) , Z (2) , H) · P r(Z (1) , Z (2) |H),

(5)

Z (1) ,Z (2)

where H = {H1 , ..., HK } is a set of K known haplotypes ( the reference panel),
Hi = {Hi1 , ..., Hin } is a single haplotype and Hij ∈ {0, 1} (0/1 stand for reference and alternative genotype respectively). G = {G1 , ..., Gn } denotes the geno(1)
(1)
type data on the target individual, and Gi ∈ {0, 1, missing}. Z (1) = {Z1 , ..., Zn }
(2)
(2)
and Z (2) = {Z1 , ..., Zn } are the two sequences of hidden states at the n sites
(j)
(i.e., loci) and Zl ∈ {1, ..., K}. Intuitively, these hidden states can be regarded
as pairs of haplotypes in the set H that are copied to form the genotype G.
The first term P r(G|Z (1) , Z (2) , H) in Equation 5 defines the emission probabilities λ in HMM, which allows for mutation at each SNP. The second term
P r(Z (1) , Z (2) |H) models the transition probability ρ. It reflects the linkage disequilibrium between two alleles and determines how Z (1) and Z (2) transits from
Hi to Hj along the sequence. When calculating the state probability for loci
with missing genotypes, λ is cancelled out and only the transition probability ρ
plays a role. The transition probability ρ is dominated by the genetic distance,
i.e., the longer the genetic distance between the observed genotypes, the larger
the probability (1 − ρ) for Z (1) and Z (2) transiting from one reference haplotype
to others [7]. Therefore, with a growing number of missing genotypes in the IBD
segments which is proportional to the genetic distance, the probability (1 − ρ)
increases. This results in more possible candidates for the imputation, and thus
reduces the expected number of accurately imputed genotypes.
Here, we provide the upper bound of the expected number of accurately imputed genotypes (denoted as T ) with respect to the number of missing genotypes
(denoted as τ ) as
τ
τ  
Y
X
1−ρ
τ
K
K− K τ
MAFi
(τ − k),
(6)
T <
1−ρ
k
i=1
k=0

where M AFi is the minor allele frequency of the ith missing genotype (theoretically M AFi ≤ 0.5). The derivation of Inequality 6 can be found in our technical
report [1]. The evaluation the privacy preservation assumes that the adversary
applies the genotype imputation by default, implying that the adversary knows
T extra genotypes. We further set MAFi = 0.5 (such setting gives the adversary
advantage as it leads to a large T ), such that Inequality 6 is simplified as
1−ρ
τK
T <
K− K τ .
(7)
2(1 − ρ)

5

Analysis of Privacy Preservation

With the models of attacks, we then analyze the privacy preservation of υFrag
against the adversary who has compromised a proportion of nodes. We outline
our evaluation from the following two levels.

Privacy-Preserving Gradient Descent for Distributed Genome-Wide Analysis

11

– Collection Level: Reduction of Overall Information Leakage (Section 5.1). We quantify information leakage reduction of two typical fragmentation strategies. Through the comparison with the baseline, we show that
the information leakage to the adversary exponentially decreases with the
growth in the proportion of trusted nodes.
– Individual Level: Indistinguishability among Individuals (Section 5.2).
Information entropy is suitable for measuring the information leakage of a
system as a whole, but less capable on individuals. As a complementary, we
define -indistinguishability - a variant model of local differential privacy. We
prove such indistinguishability provides the bound of an adversary’s capacity of distinguishing an individual target based on the information obtained
from the fragments (including those inferred by the genotype imputation).
5.1

The Collection-level Analysis

Analysis on Random Fragmentation Strategy. First, we consider a scenario of random sampling that the individuals in the public dataset are randomly selected from a defined population. In this scenario, υFrag applies a
random fragmentation on the dataset. Assuming the adversary has applied the
genotype imputation, the expected length of IBD segments held by the adversary is increased from 1/2g to (1 + Tn )/2g, in which Tn is the imputation
rate. Then, the PDF of the length of IBD segments after the imputation is
2g

P r(x)adversary =

−
x
2g
e 1+T /n .
1+T /n

The probability of this IBD segment’s length
R ∞ 2g − 2g x
− 2vg
to exceed v is P r(IBD)impute = v 1+T /n e 1+T /n dx = e 1+T /n . In the random fragmentation setting, the probability for the adversary to hold this segment
is 1 − δ. Therefore, the probability of the adversary holding a detectable IBD
segment in this scenario, denoted by P r(IBD)1 , can be calculated as:
2vg
− 1+T
/n

P r(IBD)1 = (1 − δ)e

.

(8)

Combining P r(IBD)1 with Equation 4, we can derive the probability for the
adversary to match the target and his/her relative sharing at least c detectable
(at least length v) IBD segments, denoted as P r(match|g)1 , as
P r(match|g)1 = 1 −

c−1
X
k=0

=1−

c−1
X
k=0

B(k; 2Lg + 22,

P r(IBD)1
)
22g−2

B(k; 2Lg + 22, (1 − δ)

e

(9)

2vg
− 1+T
/n

22g−2

).

Thus, the expected value of entropy bits gained by the adversary who controls
(1 − δ) proportion of nodes, denoted as H 0 (g)1 , can be formulated as
t−1
X

H 0 (g)1 = h(g) 1 −
B (k; R, P r(shared) · P r(match|g)1 ) .
(10)
k=0
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Analysis on IBD-targeting Fragmentation Strategy. We then consider a
more realistic scenario wherein the individuals in the dataset are selected from
particular families or particular areas/suburbs (such as the patient data of a
hospital whose patients are usually from nearby suburbs). In this scenario, data
owners can provide prior knowledge of their data (such as pedigree information
and family distributions), such that υFrag is able to identify the locations of
the IBD segments and deliberately split them during the fragmentation.
With this strategy, the chance that adversary holds the full IBD segments
is significantly reduced compared to the random fragmentation. Since each IBD
segment is fragmented, the expected length of IBD segments held by the adversary is reduced from (1 + Tn )/(2g) to (1 − δ)(1 + Tn )/(2g). The PDF of the length
−

2g

x

2g
of IBD segments then becomes P r(x)adversary = (1−δ)(1+T
e (1−δ)(1+T /n) .
/n)
Therefore, in this scenario, the probability of the adversary holding a detectable
IBD segment P r(IBD)2 is

P r(IBD)2 = e

2vg
− (1−δ)(1+T
/n)

.

(11)

With this, the probability that two individuals share enough IBD segments to
be detected, denoted as P r(match|g)2 , can be calculated as
P r(match|g)2 = 1 −

c−1
X

B(k; 2Lg + 22,

k=0

=1−

c−1
X
k=0

P r(IBD)2
)
22g−2
(12)

2vg
− (1−δ)(1+T
/n)

B(k; 2Lg + 22,

e

22g−2

).

All in all, the expected entropy bits gained by the adversary in IBD-targeting
fragmentation, denoted as H 0 (g)2 , can be calculated as
H 0 (g)2 = h(g) 1 −

t−1
X


B (k; R, P r(shared) · P r(match|g)2 ) .

(13)

k=0

Quantifying Information Leakage Reduction. We first explore the capacity of genotype imputation in both random and IBD-targeting fragmentation
strategies according to Inequality 7. Our quantification is based on the 1000
Genomes Project dataset (Phase 3) [2] - a widely used reference dataset for
genotype imputation; we set K = 2, 504 which is the sample size of the dataset,
and set ρ to 0.85 in the random strategy and 0.5 in the IBD-targeting strategy
according to Das et al [7]. As shown in Fig. 4a, the capacity of genotype imputation in the random strategy is lower than that in the IBD-targeting strategy.
This is because the latter, which deliberately splits the IBD segments, further
increases the genetic distance such that the upper bound of T (Inequality 7)
is decreased. It also can be found that the imputation rate rises faster in the
random strategy when the adversary controls ≥ 90% nodes (0 ≤ δ ≤ 10%), with
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Fig. 4: Information leakage reduction.
less missing genotypes in the IBD regions. However, with the further growth of
trusted nodes, the imputation rate exponentially decreases in both strategies.
Next, we evaluate the privacy preservation in υFrag. We keep the same setting of population size (329 million) and γ = 2.5. In addition, we fix the dataset
size as 30% of the target population, as this gives the adversary an advantage
according to Fig. 3. The genotype imputation is considered in our evaluation
by incorporating the imputation rate into Equation 10 and Equation 13 respectively. As shown in Fig. 4b and 4c, with the growth of trusted nodes, the expected
entropy bits achieved by the attack rapidly decreases. When the network reaches
20% honest nodes, the expected entropy bits gained by the attack reduce to 17.96
and 11.26 in random fragmentation strategy and IBD-targeting fragmentation
strategy respectively. When the network reaches an honest majority (δ ≥ 0.5),
the attack can achieve only 8.95 bits of entropy in random fragmentation, and
1.14 bits of entropy in IBD-targeting fragmentation. In other words, the uncertainty for the attack to identify an individual remains 19.25 bits (28.2 − 8.95)
and 27.06 bits (28.2 − 1.14), which equals to a random guess among 623,487
people and 139.9 million people respectively.
5.2

The Individual-level Analysis

We define -indistinguishability to evaluate the privacy preservation from the
level of indistinguishability of individual data items.
Definition 3. (-Indistinguishability) Let  be a positive real number and G
be a randomized algorithm that processes dataset X and D. The algorithm G
is said to provide -indistinguishability if for data items d1 , d2 ∈ D and x ⊆
Range(G(X))
P r(G(d1 ) = x) ≤ e P r(G(d2 ) = x).
(14)
As is shown, the definition of -indistinguishability is essentially a variant of
-local differential privacy (LDP), which is yet a variant model of differential
privacy with added restriction to the indistinguishability of individual data
items [6,10]. The difference is that, the indistinguishability in our model is measured from the adversarial view, i.e., the outputs space of G on individual data
items from the two datasets accessible by the adversary (referring to fragments
produced by G(X) and the public dataset D), whereas the indistinguishability
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Fig. 5: -indistinguishability in both strategies

in the original LDP is measured directly on the output space of G on individual
data items.
Let AFi be the allele frequency of the ith SNP, d denote the number of SNPs
from the target that the adversary is able to access, and D denote the dataset
comprised of R genotyped individuals. The following theorem states that our
mask operation
makes υFrag satisfy -indistinguishability.
Theorem 2. The vertical fragmentation makes υFrag satisfy -indistinguishability
1
d
P
Q
where  = ln((1 −
B(k, R,
AFi ))−1 ).
i=1

k=0

Proof. Assume the adversary is able to access ~x ∈ {A, T, C, G}d , which is a
randomized output generated by the mask operation for vertical fragmentation
in υFrag. The probability of observing at least t times of ~x in the dataset D of
t
d
d
P
Q
Q
size R is (1 −
B(k, R, P r(~x|D))), where P r(~x|D) =
P r(x~i |D) =
AFi .
i=1

k=0

Then,

P r[(d1 M ask)=~
x]
P r[(d2 M ask)=~
x]

1−

1
P

1−

k=0
1
P

=

B(k,R,P r(~
x|d1 ))

k=0

have  = ln((1 −

1
P
k=0

B(k, R,

d
Q

1

≤
B(k,R,P r(~
x|d2 ))

i=1

1−

1
P

k=0

B(k,R,

d
Q

. Thus, we
AFi )

i=1

AFi ))−1 ).

i=1

We explore the privacy level  each strategy can achieve. We keep the same
setting of the dataset size, i.e., 30% of the target population, and set the number of SNPs in the genome-wide analysis as 5,000. As reported in 1000 Genomes
Project, the majority of variants in the human genome have a minor allele frequency < 0.5% [2], we take the upper bound of the minor allele frequency 0.5%
¯ = 99.5% in the evaluation. This gives the adversary more adand set the AF
¯ in the real world can be even larger than in this setting. The
vantage as AF
parameter d, which is the number of SNPs obtained by the adversary, is set
after the adversary has applied genotype imputation.
Fig. 5 shows the privacy parameter  against the proportion of the trusted
nodes in both strategies. υFrag can achieves =3.72 and =2.02 in the random
and IBD-targeting strategies respectively, when the adversary controls 80% of
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the nodes (δ = 0.2). When the network reaches an honest majority,  is reduced to 0.406 and 0.405 respectively. As the definition of -indistinguishability
is adopted from LDP, we demonstrate a comparable privacy gain with that of
the state-of-the-art systems achieving LDP, such as Apple’s DP framework with
 = {2, 4, 8} [6] and Google’s RAPPOR with  = ln(3) [10].

6

Performance Evaluation

We implement υFrag in C++. It uses the Eigen library [11] to handle matrix
operations, and ZeroMQ library [15] for distributed messaging. Our experiments
use the 1000 Genomes Project dataset [2], which is a public dataset providing
a comprehensive description of human genetic variation. The experiments are
conducted on 62,042 SNPs on Y-chromosome from 1,233 male samples.
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Fig. 6: Efficiency comparison with the baseline and MPC/HE solutions.

To be representative, υFrag is executed on both LAN and WAN network
settings. The LAN setting captures the scenario where two or more institutions
collaboratively execute computations on their own private inputs. In such scenario, the involved parties usually communicate over fast dedicated links. In our
experiments, the average network bandwidth is set as 1GB/s. The WAN setting,
on the other hand, simulates a scenario where individual participants share their
genomic data over public network infrastructure. The average network latency
(one-way) is set as 183.19ms, and the average throughput is 8.75MB/s.
We take the performance of traditional non-privacy-preserving frameworks
as the baseline, given that it is the most common practice in existing genomewide analysis. We also show the performance of other existing privacy-preserving
mechanisms, including cryptographic based methods (MZ17 [22]) and differential
privacy mechanisms (FDML [16]). MZ17 considers MPC/HE solutions for privacy preserving machine learning algorithms based on oblivious transfer (OT)
and linearly homomorphic encryption (LHE), and FDML is a state-of-the-art
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Table 1: Comparison with DP solution (m = 32661, n = 124).
FDML υFrag-LAN
Linear Regression 99s
0.76s
Neural Network 110s
139.53s

Table 2: Overhead breakdown of linear regression and neural network (n = 784).

m=1,000
m=10,000
m=60,000
m=100,000

Linear Regression
Neural Network
Communication
Communication
Computation
Computation
LAN WAN
LAN WAN
0.4s
0.0085s 44.9s
37.6s
3.8s 395.2s
1.2s
0.5s 264.4s
225.9s
1.6s 1395.2s
5.7s
0.8s 402.9s
1312.7s
15.1s 8143.9s
9.5s
1.5s 681.3s
2167.9s
23.2s 10140.6s

additive noise based DP framework which also employs in the scenario of distributed features, the same as υFrag.
Fig. 6 and Table 1 summarize our efficiency comparison with the baseline,
MZ17, and FDML respectively. Table 2 lists the overhead breakdown to computation and communication. Generally, υFrag significantly outperforms the
MPC/HE solutions, and also outperforms the baseline and the state-of-the-art
DP solution in most settings.
LR. We follow the same experimental settings as [22] (including machine specifications, network settings, and batch/epoch sizes). As shown in Fig. 6, υFrag
significantly outperforms MZ17, and even faster than the baseline in the LAN
setting. For example, υFrag takes 10.93s with sample size m = 100, 000 (Fig.
6a), while it takes 594.95s in MZ17-OT and 17.21s in the baseline. In the WAN
setting (Fig. 6c), υFrag achieves 690.74s with m = 100, 000. It is 19x faster
than the MPC solutions in MZ17-LHE, which takes 12,841.2s with the same
sample size. υFrag also outperforms FDML (Table 1), due to the significant
savings on the computational cost compared with the additive noise mechanism.
NN. We implement a fully connected NN with a sigmoid function as the activation function. It has the same structure as that in MZ17. In the LAN setting
(Fig. 6b), υFrag achieves 1,327.72s (22.1 minutes) with sample size m = 60, 000,
while MZ17-OT takes 294,239.7s (more than 81 hours)5 . In the WAN setting
(Fig. 6d), our framework still remains practical. It achieves 9,456.53s with sample size m = 60, 000. In contrast, it is not yet practical for MZ17 to train NN
in the WAN setting due to the massiveness of interaction and communication.
We also plot the MZ17-OT-LAN result (294,239.7s) in Fig. 6d. It can be found
that even when running our framework in the WAN setting, υFrag is still much
more efficient than the MPC solutions in MZ17 running on the LAN setting.
In comparison with the DP solution, υFrag NN achieves similar performance
with FDML (Table 1). We note that FDML NN only considers a fully connected
NN within each worker node while merging the local predictions in a composite
5

Only the performance with m = 60, 000 in the LAN setting is reported in [22].
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model, whereas υFrag uses a fully connected NN over all the features, thus
leading to a more complex model.
Overhead analysis. Computation overhead of υFrag is in line with its complexity of O(dl m) (where dl and m are the number of SNPs and samples in
X l respectively), and communication cost is in linear with O(dl ms) (where s
is the number of local nodes). More nodes lead to a smaller dl but a larger s.
The memory consumption of υFrag, same as its centralized counterpart, is only
related to the size of X and weight W .

7

Discussion

Our privacy analysis (Section 5) is conducted under a trustworthy aggregator.
In this section, we explore the impact of a compromised aggregator.
The aggregator in υFrag has access to only the intermediate results but none
of any local data. According to the derivation in our previous work [37] (refer to its Theorem 1), the overall knowledge of the aggregator can obtain is
{X l W l , X l (X l )T }, where X l W l is the aggregator’s own input, and X l (X l )T is
the additional information that can be inferred from the training iterations. We
then quantify the impact of colluding parties including the compromised aggregator. Given the knowledge of {X l W l , X l (X l )T }, the probability of computing
the original input X l or W l , is not greater than 1/(r!), where r is the rank of
X l (refer to Theorem 2 of [37]). Since X l is a matrix of m samples with dl SNPs,
the rank r of X l is the number of unique DNA sequence in X l . We can formulate
the probability of the number of duplicated sequence
K, i.e.,
PK being no more¯than
the rank r > (dl − K), as P r(r > (dl − K)) = k=0 B(k; dl , (1 − AF
)dl ), where
¯ denotes the expected allele frequency, and (1 − AF
¯ )dl is the probability of
AF
a DNA sequence being identical to the reference genome.
With it, we can estimate the probability of the attacker deriving X l or
l
¯ = 0.00397 as reported in the 1000 Genomes Project
W , given dl . We let AF
dataset [2]. When dl exceeds 120, which is common in real-world genome-wide
analysis datasets, the probability of r > 32 (i.e., the probability of deriving X l
or W l being less than 1/(32!)) is 0.9965. This implies that it is unlikely for the
compromised aggregator to derive the original data of honest parties.

8

Related Work

In this section, we summarize existing privacy-preserving techniques which can
be divided into the following categories.
Cryptographic Solutions. Cryptographic solutions, such as HE and MPC [5,
17,22,38], enable computation without disclosing data in plaintext. Several studies have been conducted to enable multiple entities to train machine learning models with privacy preservation over the input data. For example,Wan
et al. [13] proposes a MPC-based solution for privacy-preserving gradient descent. In [36], a secure protocol is presented to calculate the delta function in
the back-propagation training.

18

Y. Zhang et al.

Differential Privacy. DP is another methodology that constitutes a strong
standard for privacy guarantees for algorithms on aggregate databases [3,16,39].
Several studies have explored the differentially private release of common summary statistics of GWAS data (such as the allele frequencies of cases and controls,
χ2 -statistic and P values [35,40]) or shifting the original locations of variants [19].
Recently, a study proposes a novel differential privacy mechanism named SV T 2
for mitigating membership inference attacks against DNA methylation data [12].
Recently, Hartmann et al. [14] proposes a noise-based DP framework which provides differential privacy with very small noise addition by adding and canceling
noise among clients.
Distributed Deep Learning Framework. Our work is related to but different
from distributed deep learning frameworks [33]. Existing work focuses either on
the reduction of the training time of deep neural network models [29], or on the
theoretical convergence speed in the distributed computing environment [20].

9

Conclusion

In this paper, we presented υFrag, a privacy preserving framework for distributed genome-wide analysis. υFrag mitigates privacy risks by using a vertical DNA sequence fragmentation to disrupt the genetic architecture on which
the adversary relies for re-identification. We demonstrated the privacy preservation of υFrag from both collection level (overall information leakage reduction) and individual level (indistinguishability among individuals). Our experiments on large-scale datasets showed that υFrag outperforms state-of-the-art
cryptography-based with a speedup of more than 221x for training neural networks. Our work sheds a light on the privacy preservation in genome-wide analysis. For sequential data (like DNA sequences), disrupting the order and location
dependency could be a promising solution.
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Notation Table

Table 3 summarizes the notations defined in this paper.
Table 3: Notation Table
Notation
SNP
X
W
xij
Xl
Wl
Sl, A
δ
g
J, σ
∆

Domain
Explanation
Notation Domain
Explanation
/
Single-nucleotide polymorphism.
γ
R
Mean value of children per couple.
Sm×n
Centralized training dataset.
ρ
R
Transition probability in HMM.
Rn×H
Centralized coefficient matrix.
N
Z
Size of a general population..
S
Genotype of j th SNP of ith sample.
T
R
Expected value of imputation accuracy.
m×dl
S
Vertical partition of X.
τ
Z
The number of missing genotypes.
Rdl ×H Coefficient matrix associated with X l .
R
Z
Size of the public dataset.
Z
Worker node and aggregation node.
K
Z
Size of the reference haplotypes panel.
R
Proportion of trusted worker nodes. (M )AF
R
(Minor) allele frequency.
Z
Degree of genetic relatives.

R
Privacy parameter.
/
Cost function and hypothesis function.
/
Mask operation.
Rm×H
Gradient of J w.r.t XW .
B ()
/
PMF of binomial distribution.

Appendix B

Functionalities in genome-wide analysis

In this section, we briefly introduce the functionalities commonly used in the
analysis.
Summary statistics. Summary statistics are used to summarize the observations on the genome-wide data. Commonly used summary statistics include the
missingness statistics (Ui,miss /n, where Ui,miss is the number of missing SNPs of
ith sample), allele frequency (c/2m, where c is the total number of allele for each
SNP), and Hardy-Weinberg equilibrium ({(p2 + 2pq + q 2 == 1)}, where p2 is the
frequency of homozygous dominant genotype, pq is the frequency of heterozygous
genotype, and q 2 is the frequency of homozygous recessive genotype) [21].
Basic association analysis. The basic association analysis for GWAS checks
on any particular SNP. If one type of the variant (i.e., one allele) is more frequent
in individuals with a disease, the variant is said to be associated with the disease.
Commonly used statistics include standard χ2 test and the Cochran-Armitage
test, which performs the tests with respect to each SNP.
Genetic relationship matrix (GRM). GRM is developed for addressing
the missing heritability problem by estimating the variance explained by all
the SNPs on a chromosome or on the whole genome for a complex trait [34].
The genetic relationship between individuals β and ζ can be estimated by
Pn (xβi −2pi )(xζi −2pi )
1
, where xβi is the genotype of ith SNP of β th individual,
i=1
n
2pi (1−pi )
and pi is the frequency of the reference allele.
Classification models such as neural networks. Machine/deep learning
algorithms, such as various NNs, are commonly used in genome-wide analysis.
For example, they can be used to fit the effects of all the SNPs as random effects
to estimate the total amount of phenotypic variance [34], or applied in genotype
clustering and ethnicity prediction [4].
The former three functionalities are relatively simple to parallelize than machine learning algorithms, as the statistics with respect to each SNP can directly
apply on the vertically partitioned dataset. Therefore, in this work, we focused
on the latter.

